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Washington, DC 20554

Re:  Annual 64.2009(¢) CPNI Certification
Touchtone Communications, Inc.
Form 499 Filer ID: 823676
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Dear Ms. Dortch:

Pursuant to 47 C.F.R. § 64.2009(e), Touchtone Communications, Inc. hereby
submits its Annual 64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your

attention to this matter.

Respectfully submitted,

s/

Lance .M. Steinhart
Attorney for
Touchtone Communications, Inc.

Enclosures
cc: Marcello Anzalone



Federgl Communicitions ommmission
Page Two

b Marcetfo Anzatone, Treasurer of Touchtone Comnunications Inc. certify that | am an
cfficer of the company mamed above, and acting as an agent of the company, that 1 have
personal knowledge that the company has ostablished operating procedures that are
edequate 1w ensure comphiance with the Commission's CPNI rules. See 4T CFR §
642001 et seq.

Adiached to thix certification as Exhibit “A” is an accompanying statlement explaining
hoav Touchtone Conmmunications Inc.”s procedures ensure that the company s in
connpliamce with the requirements set forth in Section 64,2001 g1 seg, of the
{ommmission’ s rules,
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EB Docket 06-36

OF PLUTIONS ITted OV & company af either sfate commissions, the court system, or at the
Commission against duta brokiers) agaiost data brokers o the past year. Companies must
report on any Information that they have with respect o the processes prelex{ons are using
o altermps o access UPFNT, and what sleps companies are taking o protect CPNIL

Touchtone Commumications e, has nod received anv custorner complaings in the
misst vear coneerning the unauthonized release of CPRI (muraber of customer complaiats o
company has received related w unaathornzed sccess o CPNI or unauthorized disclosure
ol CUPMI, broken down by catepory or complaint, «.g., instances of improper acecess by
emphovess, siances of wmproper disclosure o individuals not suthorized o receive the
information, of instances of improper acCess o onling miormaton by thdividuals neg
authorized 1o view the informaiion).
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Annnal 47 C.E.R, § 64.2009(e) CPNI Certification
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Exhibit A

Touchtone Commurnications, Inc.

Compliance Requirements



Touchtone Communications, Inc.
18 South Jefferson Road
Whippany, New Jersey 07981

Compliance Requirements

Touchtone Communications, inc. ("Comparny*} maintains fhe following operating procedures fo ensure sompliance
with the requirernents set forth in Section 64.2001 et seq, of the Commission’s rules,

Seetion 64,2008 Use of customer proptietary networl imformation withoul castomer
approval.

{a} Any telecommunications caler say vse, disclose, or pertdt access to CPNI for the purpose of
providing ot marketing service offerdogs among the cafeporiey of setvice (.o, looal, huteronchunge, and
CMES) to which the eustomer alrsady subsertbes Fom the same carrier, withoot customer approval.

(1) I & telecompnuniostions carcber provides differemt oategoriss of service, aml a onstiomer
sulscribes fo move then one category of service offesed by the carrler, the cartier is permitted to share
CPRY among the oarrier’s affiliated enfitles that provide a service offering to the Gustomer.

(2} 1 o telecommunications earrley provides different catzpories of sarvice, but m customer does
10t subscribe to more fem one offering by de cardder, the crrrier & not permitted to share CPNE with i
affifiates, extept as provided in §64.2007(b),

() A telecommunications carrier may not use, disslose, or pexmit eocess to CPYY o market to 2
‘customner service offerings fhat ave within a category of service to which the subscriber does not sheady
subsoribe from that carrier, emless that carrior has customer epproval to do so, except a5 described in
preagraph(c} of this seotion.

() A wireless provider may uee, disclose, or permit avoess & CPNE derived from Its provision of
CMRS, withont enstorner approvel, for fe provision of CPE and information service(s). A wireline carrler
way nge, disclose or permit acoess to CPMI derived from its provisfon of Joodd exchange service.or
Interexchange service, wittiont cusfomer approvel, for the provision of CPB and oall answering, volee mail
oI messaging, voice storage and retrievat servives, fax store and forwend, and protootl cofiversion.

{2) A telecommuniostions earrler ey not wse, dsclose, or pormit aceess to CPNI fo identiy or
track customers that call competing servive providers, For example, a lsoal oxchange carrler may uot use
iocal service CPHI to track all oustomers that call foval service competitors,

(¢y A telecommunications carger may use, disclose, or permit access to OFH, without customer
approval, as deseribed in this paragraph {6).

(1) A telecomuumiontions carsler may use, disclose, or pezmit acvess 1o CPNL, without customer
approval, it #ts provision of inside wiring Installation, tesinténancs, and repalr servives.

{2} CMRS providers may uss, dissloss, or permit avcess to CPNI for the pwipose of condneting
reseurch on fhe Yiealth effects of CMRS,



(3} 1BCs, CMRS providers, and interconnected VoIP providers may use CPNI, without customer
approval, to market services formerly known as adiumct-to-basic services, such as, but not lmited fo, speed
dialing, computer-provided directory assistance, call monkHoring, ¢ail tracing, call blocking, call retura,
repeat diaiing, call tracking, call waiting, ¢aller LI, call forwarding, end ventain Centrex features.

{d} A telecommunications carcier may use, disclose, or perroil access fo CFNI {o protect the righis
or proverty of the carrigr, or to protect wsers of those services and other curriers From fraudulent, abusive, or

unlawinl use of, or subsoription to, such services.

The Conpany has adopted specific CPNI policies to ensare that, in the absence of customer qyproval,
CPNI Is only used by the Company fo provide or market service offerings wmong the cafegories of
service (Le., locol, interexchonge, and CMRS) o which the customer alvepdy subscribes. The
Cormpany's CPNFE policies profitbi the sharing of CENI with offillated cotmpanies, except o8 permitfed
wnder Rule 64.2005((1} or with customer approval purswant to Rule 64.2007(b). The enly exceptions
o these policies are as permitted under 47 U.8.C. § 222(8) and Role 64,2605,

Hection 64.2007 Approval required for nse of eustomer proprietary network information.

(55 A telecommunications catrier may obtain approval through written, oral or electronic
methods.

(13 A telecommunications carrier relying on oral approval shall bear the burden of demonsirating
that such approval has beea given in compliance with the Cominission’s rules In this part,

(2y Approval or disapproval 1o use, disclose, or psrmit accoss 10 a customer’s CPIY obtained by 2
teleconununications carrier must remain in effect untll the customer revokes or limits such approval or
disapproval.

(3) A telecommunivations ecarrier must maintein records of approval, whether oral, wriiten or
electronic, for at least one yeur.

I alf cireumstances where customer spprovil is reguired fo use, disclose or permit aecess o CPNI, the
Company's CPNY pollcley reguive that the Company oblain eustomer approval ihrough writien, oral or
electronte metkods In compliance with Rule 64.2007. A custemer's approvael or disagproval remains in
effect until the customer reveles or limits the approval or disapproval. The Company melutains records
of custormer approval (whether weitten, oval or electronle) for @ minimwm of oie pear.

(&) Use ¢f Opt-Ont and Opt-in Approval Processes. A telscommunications carrier Teay, subject
10 opt-out approval or optin approval, use its customer’s individnally identifiable CPNI for the purposs of
marketing comaaunications-telated services to that customer, A telecornmunications cargler may, subject to
opt-ont approval of opt-in approval, disclose its customer’s individually identifiable CPNI, for the purpose
of marketing communications-related services to that customer, to its agents and #ts affiliates that provide
communications-yelated services, A telecommunications earrler raay also permiit such person or entities fo
obtain aceess to such CPNI for sueh purposes, Hxoept for use and disclosure of CPNI that is permittes
without custemer approval under section §64,2005, or that is described In this paragraph, or as otherwise
provided in section 222 of the Commupications Act of 1934, a5 amended, a telecoppmunications carrier

may oply use, disclose, or permit access to its customer’s individually Weniifable CENI subject to optin
approval,

The Compeny does npot use CPNY for any parpode (inchuding markeling cormmunications-relufed
services) and does not dlselose or grant access to CPNI 1o any parly (including to egents or affifiates that
provide compmanicatinns-related servicesy, excepl as permitted snder 47 US.C. § 222(d) and Rule
64,2005,
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Seetion 64.2008 Notice required for use of customer proprietary network information,
{2y  Notification, Generally. (1) Prlor to auy solicitation for customer approval, 2

telecommunications canier must provide nofification to the customer of the customer’s vight to restrict use
of, disclose of, amd aceess to that customer's CPNI.

(2 A telecommusications cavrier must maintain recozds of notification, whether oral, wiliten or

FIECHGRIC, Tor 4f Teast the yeal

(b} Individual notice 1o eustomers must be provided when soliciting approval to use, disclose, or
parmit access to customers” CPNIL :

{t) Confernt of Notice. Customer notification must provide sufficient information 1o enable the
custorner {0 make an informed decision as to whether to permit w catler to use, disclose, or permit access
£0, the customer’s CPNI.

(1} The potification st siate that the customer has a right, and the camier has a duty, under
federal law, to protect the confGdentiality of CFNL

{2} The notification nmust specify the types of laformetion that constitite CPNT and the specific
entities fat Wil recelve the CPNI, describe the purposes for which CENI will be used, and inform the
customer of his or her right fo disapprove those uses, and deny o withdraw access to CENY at any lims.

(3) The notification must advise the custorner of the precise steps the onstoroer must take in order
to grant or deny access fo CPNI, end must clewrly stafe that & denfal of approval will not affect the
provision of any services to which the custorger subseribes. However, carriers may provide a hwief
staternent, in a clear and neutral language, describing consequences directly resulting Som the Jack of
avpess to CPNL

{4} The notification must be comprehensible and must not be misleading.

{5) If written notification is provided, the notice must be clearly legible, use snfficiently lavge
$ype, and be placed in an area so as o be readily apparent to a customes,

{6) If any portion of & notification is frénslated into another language, then uil portions of the
notification 1anst be trunslated into that language,

{7} A carrier muy state in the notification that the customer's approval 1o use CPNT may exhance
the catrier’s ability to offer products and services tatiored fo the custorser’s needs, A carrler also may state

in the notiffoation thet it may be commpelled to disclose CPNY to any person spon affirmative wrltton Tequest
by the customer,

{8) A camier may not include In the notification any statement atlempting o encourage a customer
@ freeze third-party access to CPNL

{%y The notification must state that any approval, or desial of approval for die use of CPNI
ougside of the serviee 10 which the custorner already subscribes from that esrrier is valid untit the customer
afflrmutively revokes or limits such approval or denial.

{10y A telecowsmmpications onrier’s solicifation for approval must Be proximate o the
notification of a enstomer”s CPMI rights.

The Company’s CPNI policles reguive ithat customers be notified of thelr rights, wnd the Company’s
ebHgations, with respect to CENI prior in any solicilation for customer approvel. AN required customer
notices (whether writlan, oral or electronic) comply with the requiraments of Rule 64.2008. The
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Compeny mainteing records of alf required custowner notices (whether writlen, ovel or electronic} for a
miplment of ore year.

(dy Notice Reguiremente Specific Yo Opt-Out. A telecommunications caurder must provide
notification to obfain opt-oul approval through eleciwonic or writter metheds, but not by erdd
comrunication (except as provided in paragraph () of this section). The contents of any such notification
st comply with the requivements of paragraph (¢} of this sectlon.

{1} Cariers must wait a 30-day reinimumn peziod of time afler giving customers notice and an
opportunity to opt-oat before assuning cusiomer approval 1o use, disslose, or permit access to CPNI A
catrler may, in its disoretion, provide for a longer period. Castlers nwost notify customers as to the
appllenbie waiting perlod for a response before approval I3 assumed,

(i) Inthe case of an electronic form of notification, the waiting pericd shall bepin to rm from the
date on which the nofification was sent; and

(i) In the case of notificetion by mail, the waiting period shall begin to win on the fhird day
folfowing the date that the notiffcation was mailed,

(2y Carrlers using the optout mechenism must provids notices to ther costomers every two
years. '

{3) Telecommpunications carriers that nee eamail to provide opi-out notices must comply with the
following requireinents in addition to the vequirements geperally applicable o notification:

{) Carriers must obisin express, verifisble, prior approvel fom consumers to send notices via e
mazi] reparding their service in general, or CPNI in partioular;

(1) Carelers must atlow customers to reply directly to e-mails containing CPNI notices in order to
opt-out;

(i) Opt-ovt e-mail notices that are rebned to the carrler ag wndeliverable muet be sent to fhe
-customer in another form before carriers may consider the customet to have received notice;

{V) Carrlers that use e-mail to send CFNI notices must epsure that the subject line of the message
clearly and acourately identifies the subject matter of the e-meil; and

(v} Telecommumications varrders must make available to every customer a method to opt-out thar
is of no additional cost to the customer and thut is avallable 24 hours a day, seven duys a wodk, Carrers
may satisly this requirement throagh & combination of methods, so long as all customers bave the ability to
opt-out at no cost and are able to effectuste that choice whenever they choose.

The Company does not crrvently soliclt "opt out” customer approval for fhe use or divclosure of CPNY
The Compuny does nol use CPNI for any purpose (inchuding marketing communications-related
services) and does rot disclose or grant aceess fo CPNI o any party (ncluding fo agents or affifiates that

provide communications-related servives), except ay permitted wider 47 USC § 22200} and Rule
64,2063,

(e} Notfice Regquirements Spectfic to Opl-ln. A telecommunications carrier may provide
notification to obtain opt-in approvel through oral, written, of electtonic methods. The contents of awy such
notification must comply with the reguirerents of pasagraph () of this section.

The Comtpanty does not currenily solicit "ept in® customer approval for ihe use or disclosure of CPNL,
The Congprany does not uve, disclose or gront cecess o CENI for any purpose, o any party er in any
menner that wopld require a customer's "opt in" approval under the Caxamission’s CPNE Rules.
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() Notice Requirements Specific to One-Thne Use of CPRE (1) Carriers may use oral notics to
obtaln limied, one-time nse of CPNI for inbowmd and outbound oustomer felephone contacts for the

durstion-of the call, regardless of whethar varrders use opt-out or opt-in approval based on the natues of the
coniact.

(2) The contents of any such nofification must comply with the requirements of paragraph (©) of
this section, except that telecommunications carriers gy omit any of the following notice provisions if not

reigvant to Ure limied use ior which the carrier seeks CPNL

(i} Carrievs need not advise custorers thet if they bave optedvout previcusly, no action is needed
to maintain the opt-out election;

(I} Carriers need not advise customers that they may share CPNI with their affffates or fhird
parfies and need not name those entifies, if the limited CPNT wsage will not result in use by, or disclosure
to, an zfffiiate or third party;

(i} Cartlers need not digclose the means by which 2 customer can deny or withdrew fature access

0o CPHN, so Iong as carviers explain 16 customers that the scope of the approval the cairier seeks is lmited
1o one-time use; and

{v) Carzlers may omit disclosurs of the precise steps a customer must take In order to grant or
denry access to CPNI, as long &s the carrier clearly communicates that the cusfomer can deuy access to kis
CPNJ for the call, .

In instances where the Company seeks one-tlme custowmer gpproval for the use or disclosure af CFNI,

the Compeny obtaing such approval bt accordence with the disclosures, wethods and reguirements
cpnteined in Rule 2008(9,

Section 64.2009 Safegnards vequired for nee of customer preprietary network information.

() Telecommunications carriers must aplement & system by which the statvs of & customer’s
CPNY approval can be clearly established prior to the wse of CENL

The Company’s biiling systen allows awlhorized compeany personnel to easily determine the stetus of @
custpmer's CPINE approval ot the customer gecount sereen prior to the use or disclosure of CPNL

{b) Teleconamunications carriers must train thelr personnel as to when they are and ave not
authorfzed to use CPNY, and carrlers must have an express disciplinary process in place,

The Company Jeas established CPNY compliance policies ihat nclude einplopee tretrdng on restrictions
on the use and disclosure ¢f CPNI and requived safeguards lo profect agalnst wnanthoried wse or
divclosure of CPNE  Employees have signed that they nuderstand the CPNF policles and « violafion of
those policies will result in Msciplingry gotion

{c} All carriers shall mamtain a record, slectronically or it some other manner, of thely gwn and
their affiliates’ sales and marketing campaigns that use thelr customers” CPNIL. Al carriers shall maintain a
record of all instances where CPNI was disclosed or provided to thivd partics, or where third parties were
altowed access to CPNE The record must inchude & description of each campaign, the specific CPNI thay

vas used in the campaign, and what products and services were offered as a part of the campaign. Carriers
shell retain the record for a minionm of one year.

The Corapany’s CPNI policies require that all sales and markering carfnymgrrs fecluding those utifiging
CPNY be recorded and kept on file for af least one year. Records are also maintained for disclosure or
access to CPNI by third partizs. The records incdude fhe required information Hsted in Rule 64.20001c).



{dy Telecommunications carriers must establish 2 supervisory review process regarding canier
compliance with the roles in this subpeart for oui-bound marketing siations and maintain records of carrier
copapliance for 2 minimum period of one year.  Specifically, sales personnel must oblaln supervisory
approvel of any proposed outbound marketing request for eustormer approval,

The Company’s CPNI polickes reguire employees to obtaln opproval from the Comparny’s CPNI
Compliapce Officer for oll markedng compaipns, ncluding those wfilinng CPNE, prier 1o initiquing that

campatgn.  Record of the marketing campatgns, along with the appropricie supervisory approval is
maintained for ut legst ong yeur.

{e} A welecommunications carcler must have an, offivet, as an agent of the carrier, sign and fils
with the Cotnmission a compliance certificate on an anmeal basis. The officer must state in the certification
that he or she has personal knowledge thet the company hes estabiished operating procedures that are
adequae to epsure compliance with the rales in this subpart. The carrier must provide 2 statement
accompanying the ceriificate explaining how Ifs operafing procedures ensure that it is or i not in
comphiance with the rules in this subpart, Tn additon, the carzier must incilude an explanstion of any
dctions taken against data buokers and & summary of af] customer complaints xeceived in the past year
concerming the unauthorized refease of CPNL This fillng mwst be made annually with the Bnforcerent
Bureau on or before March 1 jn BB Dacket No. 06-36, for data pertaining to the previous calender yesr.

The required officer ceéffﬁwtion, aclons taken agulnst date brokers and sumpary of customer
compluint docuraents are Incinded with dtiv sccompanying stetement,.  The Cmnpany will file these
docurments ow it anrel basts on or before Morch 1 for dota pertaliing o the previous calendar year.

(fy Carrlers must provide wiltten notice within five business days to the Commission of any
Tnstance where the opt-out mechanisms o not work properly, fo such a degree that consumers” inability to
opt-out is more than an anomaly.

{1) The notice shall be in the form of 2 letter, and shall inchude the carrler’s name, a description of
the opt-out mechanisiofs) used, the problemsts) expetienced, the remedy proposed and when it will befwas
implemented, whether the relevant staté commission(s) has been notiffed and whether it has faleen any
action, & copy of the notloe provided to customers, and contact information.

{2 Buch notice must be submitied even if the carrier offers other methods by which consumers
may opt-out.

The Company doas not currently solicit “opt ont” customer approval for the wse or diselosure of CUNL
Bection 64.2080 Safeguards on the disclosure of costomer propriefary network information.

(a) Safeguarding CPNI. Telecommunications carriers ronst teke reasonable measures o discover
and protect against attempis to gain unauthorized access to CPNL  Telecommunications carriers must
property suthegticate a customer priot to disclosing CPNI besed on customer-nitieted telephone contact,
online account access, of ab in-store visit,

The Company's CPNF policies and employee training include regsonable iteasures to discover and
protect against ectivity that is indicative of prefexting ard empleyees are instracied fo notify the CPNT
Complinnee Officer if any such activity Is suspected. '

(5} Telephone access to CPNE  Telecommunications carrlers may only disclose call detail
information over the wlephome, bassd on customer-initiated telephone contact, If the customer frst
provides the cerrier with  password, as described in patapraph (¢) of this section, that i not prompted by
the catpior asking for readily available biographical nformation, or account information. If the customer
does not provide g password, the telecommunications carier may only disclose call detail information by
sending it to the customer®s address of record, or, by calling the customer at the telephone numeber of
record. If the customer 13 able to provide call detail Information to the telecommunications carrier during a
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eustorner-initiated call without the telecommmunications cardler’s assistance, then the wlecommunicaons
carrier is permitted to discuss the call detad! information provided by the customen,

The Company’s CPNI policles engwre that a customer iy ouly able to access call detall information over
the telephone in ore of the ways fisted in Role 64.2010(8), If the cusivimer pannol remesaber their
pessword, they ure prompted fo answer g secwrlly question, Netther the password nor the security
question are based on readily available blographical informution or aceonnt information. Cusiomer

service representatives ore instracted o snthentieate customers over the telephone i all Insiances except
in the cose where the cistowner provides the ool detail formaetion without the assistonce of the
Company. '

{t) Online access to CPNE A tolevommunications catrier must suthensicate a customer withowt
the use of readily available biographical information, or secownt Information, prior to allowing the
castorer ontine aceess to CPNI refated 10 a telecommunications servics socount. Once authenticated, the
customer may ooly obtain online access to CPNI related to a telecommunications service aceonnt through 4
passwozd, as deseribed in paragraph (e} of this section, that is not prompted by the carrier asking for readily
available blogravhica! information. or accoant information. )
The company authentivates customers without the use of readily avaliable biographical or account information prior ko allowing on access
to CPNJ related fo ant account. Onca authenticated, the customer may only obitain access to CPNI through a password, that is not
prompled by readily available biographical or account information.
(&) In-Store agoess fo CPNI A telecommucicstions cavrler may disclose CFNI to a ctistomer
who, 2t & varrder’s retail location, first presents b the telecotmunications camder ot #ts agent a valid photo
1D matching the customsr's account informetion.

The Company does not have retafl locations.

(e} Establishment of a Password and Back-wup Authentication Methods for Lost or Forgotien
Pagswords. To establish a password, 2 telecommunications carrier must authenticate the customer without
the use of readily available biographical irformation, or aceount Informution. Teleconmunications cariers
may create a back-up cusfomer autheniieation method in the event of & lost or forgetten password, but such
back-up castomer authentication method may not prompt the custorser for readily avallable biographical
doforrsation, or account information. ¥ a customer cannot provide the correct password or the coprect

response for the back-up customer authentication method, the customey must establish 2 new password as
described in this paragraph.

The Company's CPNI pollvies allow for a few ways fo estobiish a password, all of which ensure
compliance with the above paragraph., Bach methed alse aflows the custormer 1o establish o back-up or
securlty question in the event Vit they forget their possword, i Ho event does the Comparny use readily
availeble biographical information or agcount Information us & back-up question or as « neans 1o
extablish & password or nuthenticale the custoner.

() Notification of scoownt ehanges. Telecommunications carriers must notify onstomers
immedistely whenever a password, customer response to & back-up means of 2uthenticetion for lost or
forgatten passwords, online acoount, or address of record is oreated or changed. This notification s not
reguired when the oustomer initlates service, including the seleciion of a password at service Witiation,
This notification may be through a carrier-origioated voicemail or text message to the telephone number of
record, of by mail to the address of record, and must not vevesl the changed information or be sent fo the
new account information.

The company will nofify a customer immediately when ascount changes ceow, Including a password, a response to @ baclk-up means of
authentication, or address of record, The notification will be through a carrier-originated volcemall or text message fo the tefephone

number of record, or by mail fo the address of record, and will nof contain the changed information or be sent 16 the new account
infarmation.



()  Business Customer Exemption, Telecommmunications camiers may bind themselves
contractually to authentioation regimes other than those desoribed in this section for services ey provide
to their business customer that bave both 4 dedicated acconnt representative and a contract that specifically
addresses the carriers” protection of CENL

The Compary dees not utilize the business customer excepfion et this fime.

Section 04.2611 Nofification of ecustometr proprietary network information seourity
breaches.

{8} A telecommunications carrier shall notify law enforcement of a breach of its customers™ CPNI
s provided in this section, The carrier shall not notify s customere or disclose the bresch publicly,
whether voluntarily or under state or local law or these rules, until it has cotnpleted the process of netifying
law enforcement purstent to paragraph (b).

{b} As sopn as practicable, and in no event Iater then seven (7) busivess days, afler reasonable
determination of the breach, the telecommunlcations canfer shall electronically notify the United States
Secret Service {USSS) and the Fedeval Burean of Investigation (FBI) Swough a central reporting Bacility,
The Commission will maintain 2 lirk to the reporting facility et hitp:/fwyow foc povieblopsl,

{1} Notwithstanding any state law to the contrary, the catrier shall not notify cvstomers or
disclose the breach to the public until 7 full business days heve passed after notification to the USSS and
the FBI except as provided in paragrapbs {2) and (3).

(2) If the carrier beteves that there is an extraordinarfly urzent need to notify any clats of affected
customers sooner than otherwise sllowed under paragraph (1), In order to avoid immediste and jrroparable
harm, it shall so Indicats in ¥s nofification and my proceed fo imnediately notify its affected customers
only afler consultation with the relevamt investigating agency. The carrier shell cooperate with the relevant
investigating agency’s request to minimize any adverse effeots of such customer notifieation.

(3 I the relevant investigating spency determines that the public discloswre or notice fo
engtormers would impede o compromise an ongoing or potential criminal investipation or national seourity,
such agency may diroot the cartier not to so disclose or notify for an Inifial period of up to 30 days. Such
period muy be extended by the agency as reasonable necessary in the judgment of the agepcy. I such
direction is given, the agenoy shall notify the crixler when it appears that public disclosure or notice to
affected customers will o Jonger impede or comprornise 2 criminal fnvestigation or national security. The
agency shall provide in writhag its initial dizection o the carrfer, amy subsequent extension, and any
notification that notice will no longer impede or compromise g oriminal lnvestigation or national security
and such writings shail be contemporancousty logged on the same reporting feility that conteins records of
notifications filed by carriers.

(c) Recordkeeping, All carriers shall maintain a record, electronically or in some other manner, of
any breaches discovered, notificetion made to the USSS and the FBI pursuant to paragraph (b), and
notification made to castomers. The record must include, if avatiable, dates of discovery and notification, &
detailed description of the CPNI that was the subject of the breach, and the clrcumstances of the breach,
Catriers shall retain the record for 2 mintmum of 2 years.

The Company has pelicles and procedures in place to ensire complionce with Rule 642011 When it is
reasonably determined that @ breach hay occurred, the CPNI ConpBance Offtcer will nodfy law
enforcement gnd Hy customer in the required thnefranses, A record of the breach will be muiniaized for
¢ minimum of twe years and will inelydz ofl informofion required by Rule 64.2011
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